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Section 1:
Executive summary

At a glance, organizations seem to have regulatory compliance
in check. Few see glaring gaps.

But beneath this surface-level confidence lurk deeper vul-
nerabilities.

Many organizations openly admit to retaining third-party vendors
that do not fully meet regulatory compliance requirements, often
prioritizing speed, cost-efficiency, or convenience. Meanwhile,
manual workflows, fragmented tooling, and reactive strategies
continue to burden teams.
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Regulatory change outpaces
organizational capacity

These trade-offs were tolerable in a more stable
environment. Today, however, organizations are beset by
a converging storm-namely, the triple threat of modern
regulatory compliance:

Accelerating regulatory velocity:
Regulations are evolving faster than ever before

Cross-domain complexity: New requirements span
ESG, Al governance, cybersecurity, and more

Functional fragmentation: Siloed tools
and teams create disjointed regulatory
compliance efforts

Our latest research underscores the increasing
intensity of this challenge:

* 40% of respondents say keeping up with regulatory changes
is their biggest challenge

e 38% report struggling with excessive manual regulatory
compliance burdens

e 32% say they lack Al-powered automation to streamline
processes

40%
38%

32%

Source: Panterra Research, March 2025 survey of n=403 respondents.

In this environment, short-term solutions quickly give way to
long-term exposures. ‘Good enough’ becomes a liability. Every
compromise weakens control environments and compounds
future risk. Eventually, these risks will cross a threshold that
requires an urgent response. This strategy is unmanageable.

The status quo is unsustainable in the face of the speed and
complexity of contemporary change. Organizations need to shift
their mindset from tactical regulatory compliance to strategic
resilience.

In this report, we explore:

 Why well-functioning regulatory compliance programs may
be vulnerable

 How to confront the triple threat of regulatory velocity, domain
complexity, and functional fragmentation

e A clear path forward to build future-ready, intelligent, and
connected regulatory compliance systems

By moving from scattered efforts to focused, strategic action,
regulatory compliance leaders can transform riskinto resilience-
and turn compliance into a business advantage.
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Section 2: The hidden costs of ‘good enough’

Satisfaction hides systemic strain

On the surface, confidence is high. 77% of respondents report
being satisfied with theirregulatory compliance tools. Meanwhile
74% report being satisfied with their regulatory compliance
process, and most report successful audits.

Despite reported satisfaction on the surface, many organizations
are grappling with critical underlying operational challenges that
threaten long-term efficiency and compliance. A 55% maijority of
respondents acknowledge thatthey frequently and knowingly retain
non-compliant third-party vendors, and 84% report retaining these
vendors beyond asmallnumber of exceptions. These compromises,
driven by the need for speed, convenience, or business continuity,
threaten innovation.

55%

84%

Source: Panterra Research, March 2025 survey of n=403 respondents.

At the same time, manual processes somewhat shockingly con-
tinuetodominate. Inthe United States, 67% of organizations depend
on external consultants or data aggregators for regulatory updates,
typically using human review rather than automation.
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Compounding these issues is persistent operational fragmentation.
Most organizations continue to rely on disconnected systems, siloed
workflows, and reactive measures that undermine cohesive risk
management and strategic decision-making.

This status quo is not willful neglect. It’s the systemic byproduct
of prioritizing immediate business goals—-efficiency, cost control,
market speed-over resilient, adaptable regulatory compliance
frameworks. Now is the time to move away from reactive
patchwork to proactive alignment before today’s compromises
become tomorrow’s compliance failures.

Trade-offs accumulate risk

Today’s trade-offs are tomorrow’s vulnerabilities Manual,
resource-intensive compliance operations reduce agility, slow
reaction times, and hamper scaling in evolving regulatory
landscapes. At the same time, fragmented systems and siloed
teams create operational blind spots that increase oversight
risk. Perhaps most concerning, the continued use of non-
compliant vendors-often justified by convenience or short-
term gains-introduces significant and growing exposure as
global regulations tighten.

Research from the Ponemon Institute and Globalscape shows
that the average cost of maintaining compliance is approximately
$5.5 million, while the cost of non-compliance can escalate to
$15 million. This threefold difference highlights the financial risks
of underfunding compliance. This cost is especially concerning

since over one-third of respondents identify their biggest challenge
as maintaining accuracy while reducing manual burdens.

True cost of compliance with data protection regulations

The full costs associated with an organization’s compliance efforts.

Source: https://www.globalscape.com/resources/whitepapers/
data-protection-regulations-study

The cost of inaction in compliance is not only financial but also
operational and reputational. Organizations that aren’t doing
so already will need to prioritize the development of resilient,
adaptable compliance frameworks that can keep pace with evolving
regulatory landscapes. As regulations become more intertwined
and velocity increases, these cracks widen into potential failures.
Without proactive correction, ‘good enough’ rapidly becomes
unacceptable.
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Section 3:
Keeping pace
with regulatory
velocity

Regulations outpacing traditional
regulatory compliance

Regulatoryvelocity has becomethe top challenge forcompliance
leaders. In fact, 40% of survey respondents name it as their
biggest concern, notably more than any other issue.

Regulatory complexity is rapidly intensifying across multiple
domains. New and evolving requirements for data privacy,
cybersecurity, ESG, and artificial intelligence are emerging at all
levels, pressuring organizations to adapt quickly.

Regional differences further amplify the challenge. In Germany,
45% of respondents cite ESG regulations as their top concern
for 45% of respondents, reflecting higher sustainability reporting
expectations. Conversely, in the United States, the strain is more
operationalin nature,with 47% of respondentsidentifying manual
workflows as a key obstacle in keeping pace with the volume and
fervor of regulatory change.
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Automation gaps leave
organizations vulnerable

Gaps in automation continue to leave many organizations
exposed to regulatory risk. Despite growing compliance
demands, modern adoption of automation tools remains
inconsistent. Currently, only 62% of organizations report
using automated alerts and tracking systems to manage
regulatory changes. Germany lags even further, with only
55% of respondents leveraging these same automation tools.
This adoption gap leaves German companies particularly
vulnerable to increasingly complex regulations. Building future-
ready compliance requires moving from reactive updates
to continuous, automated monitoring systems that match
global regulatory change.

62%

55%

Source: Panterra Research, March 2025 survey of n=403 respondents.

Regulatory velocity
outpacing solutions

Organizations can overcome the challenge of regulatory
velocity outpacing traditional compliance methods with
greater focus. Here are three steps organizations can
consider.

Establish a cross-functional regulatory response

@ team, with representation from legal, tech,
operations, and policy to break silos and
improve change management speed.

Invest in Al-enabled Reglech for natural
language monitoring of regulatory databases,
real-time risk scoring, and policy mapping.

Create a centralized regulatory knowledge base
to track obligations, responsible owners, and
evidence requirements across jurisdictions.
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Section 4
Navigating cross-
domain complexity

Regulatory compliance now spansa
growing number of interconnected
risk domains

What were once separate regulatory areas-ESG,
Al governance, cybersecurity, and data privacy now
converge into broad and complex regulatory frameworks.
This cross-domain complexity requires greater Vvisibility
and integrated, multidisciplinary expertise that traditional, silo-
ed compliance teams cannot provide. As a result, organizations
are finding it increasingly difficult to respond effectively to evo-
lving requirements without overextending their existing
resources.

This growing complexity is placing tangible pressure on innov-
ation and strategic agility. Nearly 70% of survey respondents
report that compliance requirements are directly hindering
their organization’s innovation efforts. That number climbs
even higherin the UK, where 79% of respondents note a negative
impact. These figures underscore the urgent need for unified,
adaptive compliance strategies that support both regulatory
obligations and business growth.
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70%

79%

Source: Panterra Research, March 2025 survey of n=403 respondents.

Silos amplify risks

Even with overlapping responsibilities, only 39% of organi-
zations say they are fully functionally integrated across
Regulatory Compliance, InfoSec, and Risk Management.

This lack of integration reflects broader structural, operational,
and technological challenges that hinder cross-functional
coordination and delay timely responses in an increasingly
complex regulatory landscape.

Many teams continue to face common and compounding barr-
iers. Incompatible tools remain a concern, with 43% of respon-
dents expressing a need for smarter, more adaptive risk
technologies to help prioritize compliance actions. This barrier
rises to 52% among German respondents. Disconnected
workflows also pose a significant challenge, as 47% of
organizations seek workflow automation to accelerate approvals
and reviews, which increases to 53% in Germany. Meanwhile,
44% of respondents report a growing need for Al-driven
applicability assessments to help determine whether specific
regulations are relevant to their operations.

Organizations that are able to succeed in this environment build
cross-functional fluency, embedding regulatory compliance
deeply into daily operations and shared objectives.

Cross-domain
complexity solutions

Organizations can overcome the challenge of cross-
domain regulatory complexity with greater focus.
Here are four steps organizations can consider.

Build integrated teams that unite compliance,

@ risk, and security expertise to drive coordinated,
cross-domain responses and accelerate
regulatory alignment.

Standardize tools and workflows to reduce
operational friction, support timely decision-
making, and improve data interoperability.

Automate governance and audit workflows to
reduce manual overhead, accelerate reviews,
and strengthen audit readiness.

Establish clear ownership and governance

@ models to ensure accountability across
regulatory domains and minimize duplication
or gaps.
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Section 5:
Overcoming functional
fragmentation

Fragmented teams create
fragmented risk management

Functional silos remain a persistent barrier to effective risk
management, slowing progress and undermining organiz-
ational resilience. Security, risk, and regulatory compliance
teams often operate in parallel rather than in sync. This lack
of alignment leads to duplicated efforts, inconsistent priorities,
and limited visibility across critical functions. Not only are
inefficiencies increasing, but the misalignment also elevates the
risk of regulatory missteps.

Several key integration barriers continue to impede cross-
functional collaboration. 37% of respondents cite poor
communication between siloed technology systems as a
major challenge. Data security concerns are prominent for
44% of respondents (rising to 58% in the UK). Limited resources
present another constraint, reported by 36% of respondents
overall and 44% in Canada. Additionally, 35% report a lack of
executivealignmentonintegration strategy, highlightingthe need
for stronger top-down support to drive cohesive, organization-
wide risk management.
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Fragmented risk solutions

Organizations can overcome the challenge of frag-
mented risk management with greater focus. Here are
four steps organizations can consider:

Strengthen executive alignment by clearly

@ articulating the value of integration and securing
leadership support to drive cross-functional
prioritization.

Proactively address data security concerns early
in the integration process to build stakeholder
trust and accelerate adoption.

Build a centralized risk and compliance platform

@ to provide consistent visibility into risk posture,
control health, and audit status to enable faster,
better-aligned decision-making.

regulations with dynamic risk and control
mapping via continuous updates to frameworks
and integration with regulatory content
providers.

@ Empower teams to stay ahead of evolving
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Focused, deliberate progress turns scattered energy into

|
m . ] sustained momentum, creating a virtuous cycle of increasin
S e Ct 10N 6 g Scattered compliance solutions 9 y 9

capability and decreasing risk.

From scattered J

Organizations can overcome the challenge of scatt-

ered compliance effort ith ter f . H
eﬁo rt to fOCused four steps olrganiz:’ci:::\ss cva\\’rl1 coi':eiz;: o TR A
progress

Mapping the gaps between regulatory
Compliance, Risk, and InfoSec functions can
help identify the most critical information
silos. Focus first on connecting these areas to
improve overall integration.

The problem isn’t motion-
i-t’S m |Sd | reCtion 5 Starting with basic automation of repetitive

tasks is a more manageable approach than
trying to implement advanced Al solutions all at
once. As data quality improves, gradually evolve
toward intelligent risk modeling.

For many regulatory compliance teams, the barrier isn’t just
tooling or resources-it’s analysis paralysis. The sheer complexity
of modern regulatory compliance ecosystems makes it difficult
to know where to start. Fear of disruption, coupled with a lack of

clarity on ROI, can stall decision-making entirely. Reassessing the trade-offs made with third-
_ _ _ 3 party vendors is essential to modernizing

Teams get caughtin aloop of over-assessing and under-acting. governance. A phased approach can help

Meanwhile, risks accumulate quietly. eliminate non-compliant partnerships without

But regulatory compliance teams are not standing still. el g lesiness epeieiions

They are already in motion, expending effort to meet evolving

requirements. Unfortunately, this effort is often scattered across a Moving away from point-in-time assessments
disconnected priorities, resulting in fatigue without meaningful and toward ongoing monitoring supports
progress. continuous compliance. Prioritizing sustainable

processes over one-time fixes leads to more
The opportunity lies in channeling that energy into targeted effective governance.

actionsthat build on each otherto create acompounding impact.
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SeCtIO n 7: This is how you build a virtuous cycle:
F rO m C OS.t Ce nte r When automation reduces manual burden, visibility improves, allowing faster decisions, lower risk, and better resources.
to strategic asset

Automation Visibility Teams make
Improves

Organizations that take a proactive approach to regulatory red uces
compliance are already enjoying a range of meaningful benefits.
When compliance is seamlessly embedded into daily workflows, b u rd en
consistently aligned across teams, and effectively supported by
intelligent tools and automation, it transforms from a potential
bottleneck into a powerful catalyst for business efficiency,
operational agility, and innovation.

=8 faster, smarter
decisions

To stay ahead in a rapidly evolving business landscape, leaders
must move beyond treating compliance as a routine box-
checking exercise and instead harness it as a powerful force
for agility, trust, and long-term value. Forward-thinking organiz-
ations are now using regulatory compliance more and more as

Resources can

a means to reduce the risks associated with innovation and to 1

accelerate their go-to-market strategies. By embedding trust, be rel nveSted
transparency, and auditability across core business functions, |n'to fu rther
compliance becomes functional to both growth and resilience.

With foresight and intentional investment, regulatory compliance | m p roveme nt
can transform from a barrier into a steadying wind-one that pro-

pels the organization forward with speed, scale, and adaptability.

The most successful organizations no longer treat compliance
as a safeguard for avoiding penalties, but rather as critical
infrastructure underpinning sustainable performance and
competitive advantage.

Source: Panterra Research.
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Section 8: Appendix

Research methodology: This survey was conducted and
produced by Panterra Group (formerly ClearPath Strategies)
(www.panterra.global), a strategic consulting and research
firm, and commissioned by Optro. Following are the firm’s research
notes for this survey.

Respondent selection: The survey included 403 respondents
sourced from a leading global online panel provider. They were
selected from the panel based on geographic and role-based
quotas, as well as screening questions based on role in audit and
compliance, decision making role, company size, and how long
they have been in their audit role. Selected respondents were
further screened based on self-reported audit and compliance
knowledge and attentiveness to survey questions.

Role quotas: The survey divided respondents into four broad
roles: C-Suite 54%, Lead 36%, Manager 8%, Other 2%.
Respondents were asked to select which role — from a list of 23
options — most closely described their primary responsibility,
even if none were quite right or even if they performed more than
one of these roles. Answers were consolidated into those four
broad roles.

Geographic quotas: The survey included respondents from the
US, Canada, Germany, and the UK.

Industry: Although no industry-level quotas were deployed,
we monitored the data to ensure that no single industry was
over-represented in the data. The final breakdown of respondents
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by industry is as follows: Financial Services 24%, Insurance
20%, Technology 14%, Retail / eCommerce 13%, Industrial
and Manufacturing 12%, Energy & Resources 8%, Business /
Professional Services 3%, Life Sciences (including healthcare and
pharmaceuticals) 2%, Telecommunications2%,and Transportation
and Logistics (including supply chain) 1%.

Respondent screens

Role: All respondents were required to indicate that they were
responsible for or had influence in evaluating and/or selecting
audit compliance solutions or software for their organization.

Company size: All respondents must self-report that their
companies have a minimum of 1,000 employees. All potential
respondents from smaller companies were excluded. In total,
the survey includes 67% of respondents from companies
with 1,000 to 4,999 employees, 24% from companies with
5,000 to 9,999 employees, 4% from companies with 10,000
to 24,999 employees, 3% from companies with 25,000 to
49,999 employees, and 1% from companies with 50,000
or more employees

Time in IT: Respondents must have spent a minimum of 3
years managing, planning, or purchasing compliance and/
or cyber risk management software services or infrastructure
in order to qualify for the survey. In total, 37% of respondents
have spent 3 to 5 years in this role, 51% have spent 6 to 10
years in this role, 11% have spent 11 to 15 years in this role,
and 1% have spent 16 years or more in this role.

Information level: In our experience, it is possible to have
“qualifying respondents” who nevertheless prove to have too
little information or knowledge about the space to provide
useful data from which to draw insights. We therefore apply
an “information” screen to respondents as well. Specifically,
we ask whether or not respondents could explain certain
terms to their colleagues if asked to do so. In order to qualify
for this survey, a respondent must say “yes” to this question
for the term “GRC (Governance, Risk, and Compliance)”.

“Attention” level: It is easy for respondents to speed through
surveys or not pay enough attention to provide useful data.
We make an effort to exclude these respondents as well,
as they provide generally less useful data. In this survey,
respondents were screened out for “attention” reasons if
they said they could explain the made-up term “CRISM
Framework” to a colleague in the same question used for
the Information Screen noted above.

A note on margin of error: It is technically impossible and
improper to list a margin of error for a survey of this type. The
respondents for this sample were drawn from an online panel
with an unknown relationship to the total universe, about which
we also do not know the true demographics. As such, the exact
representativeness of this, or any similarly produced sample, is
unknown.
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